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NI - LAN Network Monitoring System
Overvi ew

The NI -LAN systemis a high performance and | ogic intensive network
nmonitoring systemthat has been hardened over the years.

The default setting of the NI-LAN systemis to capture every | P packet
(headers and content) and write all packets to a Session Content File
associated with the | ocal address referenced within the |IP header

To sustain real-tine and background processing w thout any packet |oss the
system uses up to one hundred and twenty eight (128) negabytes of nenory
packet buffer space. This large nmenory buffer space is necessary during
period of high packet transient spikes and is used extensively during the
overni ght archiving of all session files.

The NI -LAN software is highly custom zable to nmeet specific nonitoring
applications. Wthin your environnent the enphasis may be on providing the
information required for detailed network forensic analysis and for

I nformati on Assurance purposes as an extension to the intrusion detection
services provided within your group. The enphasis may be on turning over
conpl ete session content files for review by |aw enforcenent authorities.

Because the NI -LAN was designed to nonitor everything, the systemis
particularly good at identifying unusual patterns of activity. A cunulative
filtering nechanism enconpassing five filter classes, isolates those session
files that should be further reviewed.

NI - LAN background search operations (in distinction to real-tinme auditing)
have hi gh val ue when the need arises to identify specific session activity
that occurred within conpl eted sessions. The background search directs the
systemto scan conpleted session files and report all session files that
contain a match to the search argunments. The full forces of the five filter
cl asses are used to select which conpleted session files are searched.

Search operations are extrenely flexible. For exanple, a background search
for a new overnight virus will be initiated by sinply specifying the virus
(Hex or ASCII|) signature. The Search Report identifies all session files
containing nmatches to the virus signature. These session files nmay then be
revi ewed packet by packet to cull necessary detail on transmittal or
reception of the new virus.

The real -tinme N -LAN systemw || search in background node the |ast 250,000
online session files at a rate of up to one mllion packets per mnute. This
background search rate will double as faster processors are depl oyed.

On the real-tinme N -LAN system all operational activity, including background
search operations, occurs within "spare" processing cycles with no inmpact on
critical real-tinme packet capture, auditing and disk wites.

An NI -LAN Surrogate systemis available to provide the full functionality of
the real-time N -LAN system (exclusive of real-tinme processing) for review of
archived session files.



The |l argest N -LAN configuration is four systems within a single rack-nounted
enclosure. The largest N -LAN configuration within the 2U chassis is one
system

The NI -LAN system can be used for quite varied nonitoring applications.
Setting up a nonitoring application requires defining what to | ook for then
defining where and how to | ook. What to |ook for is defined by setting up
sinple string argunents, conplex string argunents, and scenarios within the
auditing structure. Were and how to | ook is defined by setting twenty five
(25) switch values and fifteen (15) configuration functions.

Auditing within the N -LAN system can be quite sinple or very conplex
dependi ng on the subtleties of the information being sought. N -LAN system
auditing is much nmore than sinply | ooking for string argunents and incl udes
identification of various conbinations of events and a nmechanismfor real-
time alerting. The NI -LAN auditing structure contains ten audit sets each
with twenty audit elenents. Elenents within an audit set may be sinple
string argunents, conplex argunments (where nultiple strings nust eval uate
true within a given packet for the argunent to be true) or scenario
argunments. Scenari o argunents consist of sinple or conplex elenments or other
scenarios defined in a logical relation. Scenarios are evaluated as true or
fal se.

Audit sets are best ordered by purpose. One audit set m ght define virus

si gnatures. Another set mght be a "nasty" set to identify inappropriate
network usage. A third set mght be used to identify hacking attenpts with an
archive and red alert attribute set if hacking is deternm ned to be
successful. A set might be established to nonitor for espionage or hints of
terror. An ad hoc set is quickly defined depending on a purpose shaped by
current events. Wien an audit elenment is defined, the setup of that el enment
within the audit set, within the auditing structure, is conpleted in seconds
with no disruption of nonitoring.

Dependi ng on the setting of the Operational Mdde switch the N -LAN system
will nmonitor either local-to-local or local to renpote (e.g., Internet) packet
activity. In either node of nonitoring it is necessary to set the nmaster
:FILTER function to define the address range of |ocal addresses. The nmster
:FILTER function is generally set to the first two octets of all |ocal class
B addresses to be nonitored and the first three octets of all local class C
addresses to be nonitored. Wen nonitoring local to renpte it is necessary
to define all |ocal proxy addresses to the :EXCEPT: function to override the
local to remote nonitoring default of discarding packets that are transnmitted
fromone | ocal node to another |ocal node. Once defined, the addresses within
the : EXCEPT: function list are considered to be renpte addresses and packets
wi |l not be discarded when coning froma "local address" proxy. Al other
Switch and Function settings default to capturing all packets on al

protocols on all ports and witing all packets to specific individual session
content files associated with the |ocal address.

(Based on switch and function settings, the NIC driver code and the

associ ated Interrupt Service Routine (ISR) processing is optimzed to
elimnate packets at "first glance" that do not neet the application

requi renents. For exanple, there might be no need to retain packets that only
have the “ack" flag set within the |P header if there is no data content
within the packet. These packets are discarded at first glance if the No
Content switch so specifies. |If the Operational Mde switch is set to nonitor
local to renpte (e.g., Internet activity) then packets traveling |ocal node
to |l ocal node are discarded at first glance. This ability to make first
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gl ance decisions without forwarding irrel evant packets into the reduction
process SI GNl FI CANTLY enhances the performance of NI -LAN systens. There are
seven switches and five functions which adjust the "first glance" analysis to
make sure that only packets that meet application nonitoring requirenments are
f orwar ded.

Both online and archival disk storage is conserved by the setting of the
Session Retain switch. A backward |ook is done at the tinme the session is

cl osed out. If no alerts were generated or no critical audits natched or
scenarios evaluated true then the Session Retain switch determnes if the
session should be retained or immrediately deleted. |f immediately del eted

then no entry is made to the systemnmaster file. Simlarly, the Session Size
switch determ nes the nminimum session content file size that is to be
retained. The default for both the Session Retain switch and the Session
Size switch specifies that no session content files are to be deleted at
sessi on conpl etion.)

Possi bl e NI -LAN applications within your environnment include:

1) Monitor all network activity to develop a dynamic profile of the use
of network resources. The nonitoring and reporting of network activity
based on actual packet content auditing provides a quite different view
of activity fromwhat may be culled fromserver |logs, firewall |ogs,
profiling software or fromintrusion detection systens. Unexpected and
suspi cious patterns of activity are often reveal ed through packet
content auditing that otherw se would go undetected.

2) Monitor for network forensics and investigative purposes to
establish a conplete and pernmanent record of all activity on al
addresses, an address range, or specific addresses. Once an
investigation is initiated, it is essential to preserve as nuch

evi dence as possible. Monitoring and the preservation of evidence is
an essential part of any specific investigative process and a

requi rement for network forensics.

3) Monitor outside the firewall to evaluate activity on known or

unknown "hol es" as defined within firewall control |ists.
Alternatively, specify the firewall address to the :BYPASS: function to
di scard all packets to or fromthe address of the firewall. Use of the

: BYPASS: function in this manner outside the firewall would then
hi ghl i ght capricious or intrusive activity.

4) Use the : TRACK: function to nmonitor any Dial-In Point-to-Point
Prot ocol usage. The tracking screen would then detail time of |ast
activity, byte counts and peak concurrency associ ated with PPP usage.
The tracking screen would highlight if any users are unnecessarily
mai nt ai ni ng connection but doing nothing and thereby distorting
capacity requirenments. Tracking PPP sessions frequently reveals
unusual and unaut horized usage.

5) Monitor |ocal servers that are externally accessed using the N -LAN
: TRACK: function list to select specific |IP addresses or an address
range and nonitor these servers with the Open switch set to open one
session content file for each renote address.
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(The Open switch determ nes when to open a session content file. Generally
the Open switch is set to open a session content file upon the first
reference to a | ocal address and to keep one |ocal session content file open
until no packets are received for a period of tine. The timeout period is
speci fied by the setting of the TimeOQut switch and is generally set to 5 or
10 mi nutes.

To enphasi ze renpte address activity and to conveniently order the Report
screen by tinme of renpte address activity, the Open switch could be set to
open a new session content file each tine a new renpte address references a
server. Wth this Open switch setting a master file record and a session
content file would be created for each exchange of packets between any server
and each renpte address. Because the Report screen displays record
information fromthe time sequenced nmaster file, any unusual renote address
activity crossing servers is spotted. Filtering the Report screen to a
suspect renote address would then provide a clear cross server tinme sequenced
profile on the conplete activity of that renote address. Moreover, al
session content files reported out by setting a renote address filter would
contain all packets exchanged between the renpte address and the specific
servers and only packets exchanged between that renote address and that

speci fic server.)

Many nonitoring applications beconme apparent once an initial N -LAN systemis
installed and as system capabilities becone known. NI-LAN systens are serious
and highly evol ved i nformati on hunter-gatherer systens. Wat is hunted for
and what is actually gathered and retained is dependent on the setting of the
twenty five (25) switches, the fifteen (15) configuration functions and the
auditing or search information structure. Thi s approach allows for quite
efficient, specific and varied nonitoring applications to be quickly defined.

Awar eness |s | nportant

NI - LAN systens provi de cogni zance of what really happens on networks.
Network activity is often different fromwhat is considered possible,
expected, or authorized.

The NI -LAN systens will be directly supportive of network security
operations. Exanples are outlined bel ow

The NI -LAN system software will assist security operations in identifying,
under st andi ng, and docunenting attenpted and successful access to root. When
any intrusion event occurs, the N -LAN systemcan filter to session files
associated with targeted nodes. The packet-by-packet replay and review of the
"met hod" of intrusion can then be understood and docunented with subsequent

i mpl enentation of an effective defense.

The NI -LAN wi || neasure conpliance to security requirenents and regul ati ons.
Non- conpl i ance and poor security practices can be culled and appropriate
renmedi es applied. The N -LAN identifies port probes. A tally of byte and
packet counts by port since mdnight, the tine of |ast reference to each port
and the source and destination address of the |ast packet to reference each
port is displayed on the port activity screens. Unusual port activity
associated with port probes are easily spotted on these screens.

Deni al of Service attacks are identified. The NI -LAN tallies the number of
fl ows that never conplete the "three way handshake" within sixty seconds.
The various real-tinme FAP (flow address pair) screens and the real -tine
Network screen alert to a denial of service attack. The conpl eted session
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Report screen reports all denial of service "sessions" to provide detail on
the tim ng and address range of the attack. The various detail ed packet
replay and timng screens provide additional details required for crimna

i nvestigation.

The inmpact of an overnight virus can be evaluated. |If a virus signature is
entered as a search argunment the NI-LAN will initiate a background search to
identify | ocal addresses that potentially received or transmtted the virus.

Securing Networks is a continuing nmulti-Ilayered Process

It is expected that nost |arge installations have an effective network
security policy in place with multiple security mechani sns depl oyed. The
subtl e objective of nmonitoring is really to reveal surprises. In a perfectly
ordered worl d where everything works as planned there is no reason to
monitor. It is no surprise that surprises occur

Per spective

Access through a network provides an econom cal nethod of connecting users
with information they require.

The ubiquity of Internet access goes further to provide anyone a chance to
access sensitive information from anywhere in the world. As a result, the
potential for malicious, illegal or non-appropriate network activity has been
substantially raised.

The use of networked resources has traditionally been controlled by access
nmet hods desi gned to bal ance risks to benefits. Many of these nethods are
sophi sticated, sone are effective, and a few are both usable and effective.
However, all nethods used to control access are prefaced on trust and
assunptions. The trust is that "keys" are not shared inadvertently or

ot herwi se. Trust is also extended that users only perform application
functions that are authorized and appropriate to their duties. Assunptions
are nmade about the risk associated with any renpte connection and the inpact
of stolen or shared access keys.

Security managers have reluctantly adopted a nodified access control approach
to protect against the Internet. Firewalls, software and hardware
encryption, and various sophisticated Internet access schenmes are being

i mpl enent ed. However, this enphasis on access restriction as the cornerstone
of network security policy is nost inconplete and assunmes that if

unaut hori zed access is elimnated then the job is done. This is not the case
and security violations continue to nost frequently occur by someone that is
known, soneone that is trusted and soneone that has a conplete set of "Keys
to the Kingdom' in hand.

Access rights and what people do are distinct issues.
Mal i ci ous, illegal or non-appropriate network activity using all the correct
keys is still malicious, illegal or non-appropriate. Network security policy
that concentrates on qualifying and restricting access to the excl usion of
detection and review of potential security violations is nost inconplete.

Sonet hi ng besi des keys, assunptions and trust is required.

The NI -LAN system assists security nmanagers in establishing and neasuring
conpliance to an Internet use policy which promptes network security while
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encour agi ng responsi bl e and productive use of the Internet. Mark Twain

qui pped "Consci ence may just be concern that sonewhere, soneplace, sonebody
may be watching". If he was right then the best deterrence to i nappropriate
network usage is probably to meke personnel aware that nonitoring does really
occur and that tools are in place to nmeasure conpliance to network usage

policy.
Where do you think they will go tonorrow?
NI - LAN System Salients

The Network Intelligence System nodel N -LAN is designed to provide an
i ntegrated approach toward securing, planning for and managing inter-
net wor ki ng communi cati on routers and gateways. The N -LAN provi des the
followi ng functions or features:

1) 10/ 100 nmbps connection to an Ethernet segnent.

2) real-time nonitoring on up to 1000 concurrent sessions.
3) conplete data capture of all packets on all sessions.
4) five classes of cunulative session file filtering.

5) real-tinme session security auditing.

6) real-tinme security alerting and reporting.

7) real-tinme identification of server access.

8) real-tinme display of renote and | ocal |P address.

9) NI C address associated to all local |IP addresses.

10) real -tine display of active sessions.

11) replay display of active sessions.

12) replay display of conpleted session

13) background session security auditing and searchi ng.
14) account reporting by |IP address.

15) automatic | P address nami ng.

16) audit reporting by |IP address.

17) capacity planning neasurenment and reporting.

18) Ethernet Protocol Type accounting and reporting.

19) I P Port accounting and reporting.

20) Historical trend information on Port and Protocol Usage
21) Renovabl e disk drive

22) Surrogate System processing.

23) Archival/Retrieval
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